
Talking to Autonomi Systems:The NL4AC ApproahVinenzo Gervasi Vinenzo Ambriola Stefano PoglianiGuido VetereDRAFT � DO NOT DISTRIBUTEAbstratAutonomi systems have as their prinipal raison d'être the simpli�-ation of the management of large and omplex IT systems. In this view,the �nal goal of the autonomi researh e�ort was to develop �autonomisystems [that℄ will manage themselves aording to an administrator'sgoals� [6℄. Yet, identifying, expressing, speifying, and validating thesegoals an be a hallenge in itself, whih in large part must be overomeevery time the goals themselves hange � whih an be quite often inthe life of a omplex systems. In this paper we explore a solution tothese problems based on the use of natural language tehnologies. Wemotivate our hoies, present a sample senario, and desribe the initialimplementation of the NL4AC (Natural Language for Autonomi Comput-ing) system, as an Elipse plug-in fousing on log analysis and problemdetermination.1 IntrodutionIntro and motivations from VA's seminar � role of knowledge, ontology, lan-guage.The paper is strutured as follows. We �rst present a motivating senario inSetion 2, followed by a desription of the NL4AC system, its implementation,and its impat on the senario presented. Setion 4 presents the results ofindustrial evaluation, whih we have onduted jointly with IBM*. Setion 5 * Put exat lab namehereompares our approah with some of the related work found in the literature.Some onlusions and plans for future work onlude the paper.2 The urrent senarioIn this setion we will provide an overview of the urrent state of the art inautonomi omputing, with a partiular fous on the spei� problems we willdisuss in the following of the paper. We will �rst outline the problems, then1



review the tehnology whih is urrently available to solve them, and �nallymotivate our unsatisfation with the development proess whih is required bythe urrent tehnology.2.1 Autonomi problemsThe deployment of autonomi tehnology in an organization's IT infrastruturean be an important fator in ensuring redued management osts, inreasedreliability and availability of the infrastruture, and improved response time inthe ase of failures or external attaks to the IT resoures. Yet, eah organi-zation's needs and priorities are di�erent, and there is no suh thing as a �onesize �ts all� autonomi solution. Hene, before a omprehensive and reliableautonomi management solution an be set up, extensive onsulting with thevarious deisional and tehnial levels in the organization must be onduted,and possibly several prototypes must be produed, deployed, and tested on the�eld to ollet enough feedbak to drive �nal development, in what is typiallya spiral development model, based on extensive prototyping.To keep the presentation simple, we will fous here on a spei� sub-topi ofsome relevane in autonomi systems: problem determination and log analysis.Problem determination fouses on identifying the auses of any deviation fromthe expeted behavior of a system. Typially, this is performed by diretly ob-serving the system behavior, omparing expeted performane to observed one,and one a deviation is notied, hypothesizing the ause, based on knowledgeof the system's struture and internals. A more e�etive approah involves ob-serving not only the external behavior of the system, but also that part of itsinternal behavior whih is exposed by its various omponents through so-alledlog �les1; thanks to the additional information made available through log �les,both symptoms and diagnosis an be more preise, and ultimately any ationtaken to remedy the deviation an be more timely and foused on the real prob-lem. As the simplest of examples, onsider the ase where a omplex systemsimply stops performing ompletely: based purely on external observation, oneould try to restore the system to funtioning by shutting it all down and thenrestarting it, whereas with more preise observation oming from log �les, asystem manager ould notie that only a spei� sub-omponent or servie isdown, and an restart only the relevant subsystem, possibly reduing downtimeonsiderably.The analysis of log �les, from various soures, in order to disover any prob-lem, or simply to measure performanes, is alled log analysis. Log analysis anbe desribed as the searh for relevant patterns in omplex log data. Despite be-ing oneptually simple, in pratie log analysis often presents unexpeted prob-lems. First, and most relevant, whih patterns is worth or neessary searhingfor (and are thus relevant) is typially far from obvious. As happens for mostother information retrieval and extration tasks, there is a de�nite trade-o� to1Whih, given the urrent tehnology, may not be �les at all, but made available to in-spetions through various kind of programmati interfaes, or broadast on a ommon eventbus. 2



be found between ompleteness (we want all the interesting patterns to be ap-tured) and relevane (we want the amount of data produed by analysis to bemanageable). Seond, syntati and semanti di�erenes in log data an makeanalysis a hallenge. For example, di�erent subsystems may refer to the sameonept in di�erent ways in their log data, or refer in the same way to slightlydi�erent onepts. A number of tehnologial issues, suh as format of the log�le and lok skew between di�erent systems and mahines, also ome in theway.2.2 Current tehnologySeveral years of industrial and aademi researh have produed solid, work-ing solutions* for the two problems mentioned above. The seond one, that * mention AutonomiToolkitof log heterogeneity, has been addressed by IBM* with the CBEM (Common * Chek exat authorsand add refereneBase Event Model) standard model for log events, and by providing log parsingtehnology for onverting logs in a variety of format to CBEM. A log parser inthe Autonomi Toolkit is a small software module (written in Java) whih readslog reords in a ustom format, and emits orresponding reords in CBEM for-mat. The translation may both add information (e.g., identity of the reportingmodules, whih the original appliation, writing on its own log �le, may haveonsidered redundant) and loose some (e.g., details for whih no orrespondingCBEM property has been de�ned). In suh ases, it is ustomary to put anyextra information in a textual, free-form "message" �eld in the CBEM reord.The �rst problem, that of identifying relevant pattern, has been addressedin a similar way � by assuming that a software module, again implemented inJava, will sift through the various log �ows and return all the relevant patterns,or orrelations in autonomi parlane, found therein. However, while the on-version of log format to CBEM is a one-time job, whih an be assumed will beperformed one and for all by a ompetent developer, �nding orrelation is aontinuous ativity. The notion of what is a relevant pattern of events hangesdepending on protean business needs, varying pattern of attak from maliiousthird parties, di�erent level of details requested, shifting priorities, requiredquality-of-servie levels whih hange depending on market fators, and so on.The assumption that orrelations will be found by writing a piee of softwareanew for eah possible patter of interest is thus quite burdensome to �nal users,who may even be (and often are) inapable of performing the task themselves.This situation leads to the (unsatisfatory) urrent development proess we willdesribe in the next setion.2.3 Current proessIn urrent pratie, the development of new orrelators, as the software modulesresponsible for identifying patterns are known, is typially onduted jointly bythe ustomer (with representatives both at the managerial and at the tehniallevels) and by a onsultant (see Figure 1). Standard requirements eliitation ap-proahes are used (e.g., interviews, brainstorming, mok-ups) to eliit the goals3
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DeveloperFigure 1: The urrent proess for developing a log orrelator.of the ustomer, then the onsultant, with help from the ustomer's tehnialpersonnel, formulates a set of informal guidelines whih are then sent, togetherwith some sample data, to a remote development site for writing the relevantlog orrelators (and often, any needed log parser). The software omes bakfrom the development site for deployment and testing at the ustomer's site,where it is veri�ed. Typial yle time for this ativity has been reported to beabout a week*, although exat timing may vary depending on the omplexity of * Stefano: any sourefor this?the orrelation rules to be developed, on the priority assigned to the ustomer,et.Most often, the development and re�nement of a orrelator will take severalrounds, as the ustomer lari�es his own needs, the onsultant gains a betterunderstanding of the ustomer's goals, and the developer embodies preisely allthe details in the ode. The time from initial ineption to �nal delivery maybe thus several weeks, during whih the ustomer's needs will not be satis�ed.Moreover, whenever these needs hange (for any of a number of reasons, asdisussed above), or new needs arises, the proess will have to be repeated.If, for example, the ustomer deploys a new subsystem in its IT infrastruture(say, load-balaning hardware), the set of log �ows to be analyzed hanges, andnew analysis opportunities arise, opening the sope for updates to previouslydeveloped orrelators, and for developing new ones.This substantial yle time we regard as unsatisfatory, espeially in view ofthe general purpose of autonomi tehnology in general: reating automatially,quikly and e�etively to di�ult irumstanes, like a breakage or an external4
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NL4A CFigure 2: The orrelator development proess with the NL4AC approah.attak to the IT infrastruture. It is preisely under suh irumstanes thattimeliness is more important.3 The NL4AC approahThe problems with the urrent proess, whih we desribed above, an be as-ribed mainly to a lassi phenomenon of ommuniation impedane: the lan-guage used by the ustomer to express his goals, onerns and problems (typ-ially, English and possibly some diagram) and that required as input by theautonomi system (Java soure ode) are too far apart. This language mismathopens the sope for ambiguities, misinterpretations, delays whih are one of theroot auses for the need of several iterations of the proess. Moreover, the taskof writing log parsers and orrelators diretly in Java, while not terribly di�ultfrom a tehnial point of view, is often out of reah for many deision-makers inthe ustomer ompany, whih are the ones whose goals the autonomi systemshould try to satisfy. Hene, a number of di�erent subjets have to join in theproess, whih again slows down �rapid� prototyping approahes.We address this problem by hanging the languages that are used. In parti-ular, we advoate that using ontrolled natural language to apture ustomers'goals and for generating the relevant software modules, the development pro-ess yle time an be radially redued, making truly interative developmentof autonomi solutions feasible, while at the same time reduing the risk of errorinjetion due to ommuniation impedane. The proess we envision is thus theone depited in Figure 2.As a proof of onept, we have in fat developed suh a solution for logorrelation, whih we will desribe in some detail in this setion. The naturallanguage proessing tehnology we used has been deployed in a set of plug-insfor the Autonomi Computing Toolkit, alled the NL4AC Plug-ins for Elipse.Field validation of the proposed tehnique will be disussed in the next setion,after presentation of the tehnology. 5

spogliani
Note
é proprio questo che, secondo me, va spiegato nei paragrafi precedenti

spogliani
Note
Rejected set by spogliani

spogliani
Note
None set by spogliani

spogliani
Text Box
Questo paragrafo é veramente importante.

spogliani
Note
Mi sembra che l'avete fatto su TPTK...



3.1 Features desriptionThe NL4AC plug-ins for Elipse provide an environment for writing orrelatorsfor the Elipse Test and Performane Tools Platform or TPTP (whih inludethe Log and Trae Analyzer framework). In partiular, NL4AC allows orrela-tors to be written in (ontrolled) natural language, rather than as Java ode.The NL4AC plug-ins implement a framework and arhiteture whih is fairlygeneral and vastly extensible, as will be pointed out later in Setion 3.5; manyaspets of their operations are ontrolled via on�guration �les or sub-plug-ins2.The on�guration provided in the prototype implementation allows end-usersto desribe the desired orrelation in terms of relationships and prediates onthe values of attributes of the CBEM model.The NL4AC plug-ins o�er the following servies:
• reation of a NL orrelation projet;
• parsing and analysis of NL3 text;
• feedbak on the results of the parsing proess;
• synthesis of Java ode for a orrelator based on the NL input;
• �live� testing of the orrelator on real data;
• export of a TPTP orrelation plug-in with the generated ode.These servies are provided in the ontext of the standard doument editingmodel of Elipse, and the operations of the NL4AC plug-ins mimi as om-pletely as possible the usual edit/ompile/get feedbak/test yle used for odedevelopment.The plug-ins also provide a new doument type (with extension .orr),a wizard to reate suh douments, a orresponding editor with ompletionand syntax oloring, and problem markers to report on parsing and analysisproblems.It is worth notiing here that although the NL4AC system itself is embeddedin the Elipse integrated development environment, it is not aimed diretly atdevelopers only; on the ontrary, we assume that a onsultant at the ustomersite, sitting next to his ustomer, will be the most typial user of the tehnology.3.2 Arhiteture desriptionIn this setion we desribe the high-level arhiteture of the NL4AC systemin terms of its logial omponents, alloation of omponents to plug-ins, andinteration between these omponents during operations.2Notie that these sub-plug-ins are not implemented as Elipse extension points; rather,the more speialized Cire [2℄ extensibility arhiteture is used.3The urrent on�guration supports English as native language.6
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3.2.1 Logial omponentsThe NL4AC system onsists of four logial omponents, namely
• the CICO domain-based parser, whih is used to parse English text;
• the Cire modular expert system, whih allows the system to reason onand augment the results of the parsing;
• the NL4AC/Elipse subsystem, whih implements the interfae betweenElipse and the other omponents, and drives the overall omputation,and
• the Delegating Log Correlator, whih by implementing lazy dynamilass loading and a delegation-based orrelation engine allows the end userto immediately test the orrelation that is being developed without havingto deploy a orrelation plug-in for eah test.Of these, the CICO and Cire omponents were developed prior to andindependently from the NL4AC projet; full doumentation about them an befound in [3, 4, 2℄. While the basi design of both omponents has remainedthe same, they have been re-implemented for the NL4AC system. In partiular,CICO has been pakaged as a OS-spei� library (Linux and Windows versionsare provided) aessed through JNI*, while Cire has been rewritten in Java. * Ref to JNIThe NL4AC/Elipse and Delegating Log Correlator omponents are dou-mented in the following.3.2.2 NL4AC/Elipse interfaeThe entire interfae between Elipse and the NL4AC system is implemented inthe NL4AC/Elipse omponent. The omponent introdues a new �le type, the.orr �le, whih is an XML doument ontaining, in addition to identi�ationand other administrative data, three textual elements: the NL desription of thedesired orrelation (text), an optional set of additional designations (glossary)whih list names and synonyms for speial entities in the domain (e.g., alternatenames for a given host or appliation), and an optional set of de�nitions whihallow expert users to de�ne additional fragments of the aepted language (e.g.,jargon or onise abbreviations). In basi use, only the text part is needed, thatis, users need not see or modify the glossary and the de�nitions.The omponent also provides the following extensions:
• A �new �le� wizard to reate new .orr �les from a template;
• A �le editor whih allows users to edit the ontents of .orr �les; theeditor o�ers three tabs for editing, respetively, the text, the glossary andthe de�nitions of a doument.
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• A builder4 whih uses the Cire engine to parse and analyze the text, andsynthesize orresponding Java ode fragments, whih are then injeted ina prede�ned template to obtain the full ode for a orrelator.
• A lass of problem markers, to report about parsing and validation prob-lems found during the build; these markers are prominently displayed inthe user interfae by the Elipse infrastruture.
• A projet nature, whih onnets a projet to the builder (laking thisonnetion, .orr �les are treated as regular text �les).
• An ation ontributor, whih adds various UI elements (inluding pop-upmenus entries and toolbar buttons) to perform various operation suh astoggling the NL4AC nature of a projet, dumping debug information, et.3.2.3 Delegating Log CorrelatorThe Delegating Log Correlator implements a basi log orrelator whih simplydelegates the atual orrelation to a di�erent lass, namely the orrelator lassautomatially generated from the natural language text. The delegate lass'byteode is loaded dynamially at eah instantiation through a ustom lassloader; the latter is noti�ed by the NL4AC/Elipse interfae builder when a neworrelator lass is generated.Loading of the newly generated lass is postponed until atual use by adopt-ing a lazy noti�ation/loading poliy. In partiular, the NL4AC builder noti�esthe Delegating Log Correlator of the availability of a new version of a synthe-sized orrelator lass as soon as generation of the Java ode is ompleted. Thelass is atually loaded later on, when the TPTP instantiates the DelegatingLog Correlator as part of the reation of a new orrelation.It is worthwhile to remark that this sheme implies that at any given mo-ment, only one orrelator an be tested through the Delegating Log Correlator.This is not a problem in typial usage, and furthermore it is neessary due tothe lak of any form of expliit parameterization of orrelations in the TPTPframework and UI.3.2.4 PakagingThe four omponents of NL4AC are pakaged in two distint plug-ins*, as shown * We may want to dropthis partin Figure 3.The CICO parser, the Cire subsystem and the NL4AC/Elipse interfaeare ontained in the main plug-in it.unipi.di.nl4a, whih provides most ofthe features. In addition to the exeutable native and Java ode for the variousomponents, this plug-in also inludes on�guration �les used for ustomizingthe system. The latter inlude resoures for on�guring the language parsing4In Elipse terminology, a builder is a software omponent whih goes over a doumentto generate any derived element; ompilers and pre-proessors are typially implemented asbuilders. 8
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Figure 3: Pakaging struture of the NL4AC system.and analysis steps (in the Support folder), templates used to reate new NLorrelation resoures and to generate Java ode (in the Templates folder), andthe Cire library of modules for the embedded expert system (see [2℄ or [3℄ fordetails on these modules).The Delegating Log Correlator, together with the assoiated lazy lass loader,are ontained in a separate Elipse plug-in whose plug-in desriptor spei�es theneeded extensions to the TPTP so that this plug-in is reognized as a orrelatorby the TPTP.3.3 OperationsIn this setion we illustrate how the various omponents of the NL4AC systeminterat to realize the main operations o�ered to the user. Major operations aredesribed through a UML-like sequene diagram5 and ommented with refereneto their user interfae.3.3.1 Creating a new orrelation �leCreation of a new .orr �le (see Figure 4) is invoked through the usual Newmenuentry by seleting the Nl Correlation reation wizard. The wizard presentsthe user with a dialog asking for ertain parameters (e.g., the name for the newNL orrelation), and when all parameters have been validly olleted, initiatesthe reation proess..orr �les are reated based on a template whih an be a standard one,provided with the plug-in, or a ustom one, whih in turn an be user-spei�or site-wide (possibly prepared by an administrator). One the template isobtained, a �le with the given name and ontents is reated in the workspae,and an instane of the appropriate editor is opened on the new �le (see Figure 5).5These diagrams are to be onsidered informal in nature; we will take some notationalliberty in order to simplify the presentation. 9
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Figure 4: The user invokes the NL4AC New File wizard.
Figure 5: The editor used in the NL4AC system.The whole reation proess is onsistent with the way other �New �le� wiz-ards work in Elipse.3.3.2 Editing a .orr �leOne a orrelation doument has been reated, editing ours in a standard texteditor within the Elipse IDE (Figure 5). English sentenes are written down,speifying whih reords or events have to be orrelated. In the ourse of theediting, several failities are provided to simplify the task:

• Syntax oloring is performed by implementing a dynami lexial ana-lyzer whih aesses the system and doument glossary (with appropriateahing to redue overhead) and ompares typed text with terms from theglossaries. In addition, quoted text, omments and diretives (see [4℄ fordetails) are highlighted with di�erent olors.
• Completion is obtained similarly by presenting the user with all termsfrom the glossaries starting with the urrent pre�x (Figure 6). The CICOparser supports features like speulative tagging whih would allow more10
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Figure 6: Interative ompletion assists the user in writing orrelations.
Figure 7: Real-time paraphrase shows how the system has interpreted a sen-tene.sophistiated forms of ompletion to be implemented, but these featuresare not exposed to the user in the urrent release.

• Text hovering is used to present the user with a paraphrase of the urrenttext. When the mouse pointer hovers over a sentene, the CICO parser isinvoked on the orresponding text, and a linearized form of the returnedparse tree is shown to the user (Figure 7). In pratie, this provides a wayto get feedbak, as a paraphrase, on how the system interprets a givensentene. It an be noted that the paraphrase is based on the urrent textin the editor, not on the version stored in the workspae, so the feedbakan be obtained in real-time without any need to save the doument.3.3.3 Saving a .orr �leWhen the user saves a modi�ed .orr �le, a omplex hain of events is �red(see Figure 8). As soon as the editor saves the modi�ed resoure into theworkspae, the latter noti�es all registered builders for the projet whih, ifthe projet has the NL4AC Nature, inlude the NL4AC Builder. The builderreats by retrieving the new NL text for the orrelation, passing it to the Cirekernel, and requesting � again to the Cire kernel � that the orrespondingJava ode be reomputed. As soon as the kernel has reomputed the Java odeorresponding to the NL text in the saved �le, the builder reates a new Javalass with that ode, and noti�es the (lazy) Delegating Class Loader that a newversion of the lass is available. If Cire has reported any parsing or validation11
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Figure 9: A report of problems found in the analysis of a orrelation text.problem with the text, orresponding problem markers are set on the .orrresoure (Figure 9).Moreover, upon reation of the lass the Java builder is noti�ed by theresoure manager, so that the new lass is ompiled in the bakground, and theorresponding byteode is stored in the workspae (ready to be loaded, possibly,by the Delegating Class Loader at some future time).To generate the Java ode, the Cire kernel �rst retrieves the system glos-sary and parsing rules from the plug-in's resoures; merges them with thoseprovided in or referened by the .orr �le, and then invokes the CICO parserto obtain a parse tree (enoded as a tuple spae, as ustomary in the Cirearhiteture) for the given text. This tuple spae is then augmented by invok-ing Cire's expert system modules, or modelers, whih provide the intensionalknowledge of the domain needed for ode generation; the augmented tuple spaeis then �nally passed to the ode generation view (itself a module from Cire'slibrary) whih injets the generated ode into the hosen template retrievedfrom the plug-in's resoures. The net result of this proess is the ompletesoure ode for a Java lass, whih is returned to the builder and then used toreate the lass in the workspae as desribed above.3.3.4 Testing a orrelationTo test a newly developed orrelator (see Figure 10), the user reates a neworrelation based on the Delegating Log Correlator. When the TPTP invokesthe orrelate() method of this orrelator, the atual orrelation is delegatedto the newly developed lass, whih is loaded dynamially through a ustomlass loader. The lass loader loads the designated lass (as established at the�Notify availability of new lass� step in Figure 8) diretly from the workspae,without employing any form of ahing, whih guarantees that the latest versionof the lass under development is loaded every time. Loading of all other lassesis delegated to the parent lass loader (whih is typially the Elipse standardlass loader). 13
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UML2 ViewFigure 10: The user tests a newly developed orrelator.3.4 LanguageThe language reognized by the NL4AC system is tailored to express orrela-tions, i.e. to reognize spei� patterns of ourrene of events, as reported inthe various log �les. Eah sentene desribes a ondition that, if satis�ed, willestablish a orrelation between two log reords. Di�erent sentenes are onsid-ered alternatives; in other words, onditions expressed by di�erent sentenes areor'ed together in the �nal orrelation.Eah sentene has a struture of the formseletion orrelate with seletion.where eah seletion selets a subset of all reords, typially based on the valuesof some �eld in their CBEM representation. All CBEM �elds are supported, andan be referened by their original name or by a number of ommon synonyms;further synonyms an be de�ned in a user glossary.A number of relational operators are supported, inluding equality, greaterthan, greater or equal, less than, less or equal, inequality, substring mathes,temporal ordering, et. Conditions an be omposed via logi operators (e.g.,and and or). Abbreviated expressions an be used or de�ned (via de�nitions)for ommon onditions. For example, warnings an be used as a short-handfor events where severityLevel is warning, and events from Apahe as a short-hand for events where appliationId is Apahe. The speial form �attribute ofthe other event� is used to bind to the value of the same attribute in the eventwhih is being tested for orrelation. Fuller details about the language de�nedby the initial rule set (whih, as we will see in Setion 3.5, an be extended byadministrators and users) are provided in the ompanion report [1℄.14



It is important to stress that the CICO parser used by the NL4AC is gearedtowards parsing natural language, not formal languages. Hene, the brief indi-ations given above should not be onsidered as the de�nition of the reognizedlanguage. Rather, CICO works in an information extration perspetive: ittries to extrat meaning from a text, and aepts imperfet mathes (due, forexample, to the presene of additional text, or word order inversion, or evenmissing parts), hene the aepted language, although ontrolled in a sense, anbe de�ned only fuzzily. As an end user, looking at the paraphrase that is shownby the editor when the pointer hovers for a seond over a line is the best wayto hek the way the text has been �understood� by the system (see Figure 7).3.4.1 An exampleLet us assume that in a departmental IT infrastruture, the main web server ishosted on a mahine alled �margot�, the database is hosted on �tera�, and thereare a number of other appliations and subsystems running on these and othermahines. We want to orrelate messages referring to the web server, fromany appliations, with errors reported from the host �margot�, and messagesreferring to the database (or �db�) with warnings from the host �tera� (we knowthat �tera� is more fragile, so we want to ath warnings in addition to errors).Moreover, as a general rule we want to luster together groups of messagesoming from the same appliation in a given time span (say, in the previous5 minutes) before any error. These business rules an be plainly expressed bywriting in the NL4AC editorCorrelate errors from margot with messages about "web server".Warnings from tera orrelate with messages about "database"or about "db".Errors orrelate with events with the same AppliationID inthe previous 5 minutes.From this exat text (or from any of a number of alternative forms), the NL4ACan generate the Java ode for a orrelator satisfying the stated business rules.More importantly, the business rules themselves an be tested interatively, tovalidate them, and any re�nement an be tried out immediately by editing thetext.3.5 CustomizabilityAutonomi tehnology has to be tailored to eah spei� IT environment to bemost e�etive, and log analysis is no exeption to this general rule. There isample sope for ustomization in the NL4AC system, with a view to providingto end-users a system that has been, or an be, adapted to their spei� needs.Customization in NL4AC an happen at various levels, whih we will desribebrie�y in the following (full details are in [5℄).
• The end-user an ustomize the language aepted by the system by writ-ing de�nitions, whih are lax rewriting rules used by the CICO parser in15
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io descriverei meglio cosa succede "logicamente" quando ciascuna di queste 3 linee é parsed... e, SOPRATTUTTO, come avviene la comosizione delle 3 righe in un UNICO correlatore.Scritto  cosi' sembrano 3 situazioni diverse che accidentalmente si trovano una appresso all'altra



addition to basi parsing rules. For example, a end-user ould write ade�nition like:CASES WHEN x/HOST IS DOWN → WARNINGS FROM PINGER ABOUT$x.After suh a de�nition, the user an use the new form (on the left sideof the arrow, where x an be substituted by any host name) with thesemantis given by the form on the right side. In other words, a sentenelike Correlate ases when margot is down with messages about"web server".generates the same orrelator as the senteneCorrelate warnings from pinger about margot with messagesabout "web server".Any number of de�nitions an be provided, tailoring the language aeptedby the system to the spei� needs and habits of eah user. The parserwill ombine the de�nitions with its own internal rules, applying them asneeded to obtain a parse tree for the sentene.
• A site administrator or power user an further ustomize the system bypreparing speialized templates, whih an inorporate de�nitions, des-ignations (i.e., sets of synonyms for loal onepts, e.g. host names) oreven skeleton sentenes. These templates an then be seleted by end-users upon reation of the orrelation doument (as already disussed inSetion 3.3.1). Moreover, an administrator an modify the Java odetemplates whih are used to generate the �nal orrelator. Di�erent odetemplates an provide, for example, varying levels of optimization or userfeedbak.
• A solution developer an modify the basi set of parsing rules used by theparser, thus hanging in arbitrary ways the language reognized by theparser. It should be noted that, while de�nitions provide new syntax forthe same semantis, basi parsing rules an desribe language forms whosesemantis ould not be expressed by pre-existing rules.A developer an also write new modules for the modular expert system(the Cire omponent of the arhiteture) used by NL4AC. These modulesan be used to enode the semantis for new rules, and how they should betranslated into Java ode, or to provide additional servies like validationof the text, ost estimation for the orresponding orrelator, et.We believe that only by providing ample opportunities for ustomization, andat di�erent times and levels of ompetene, an speialized solutions be appliedsuessfully to di�erent organizational and tehnial situations.16



4 Industrial validationTo write based on feedbak from IBM labs.5 Related workTo write or maybe to drop � I ould not �nd relevant referenes, di�erent userinterfaes for log analysis seems to be a not well-researhed topi.6 Conlusions and future workAutonomi tehnology bears big promises, but the issue of how users an bestinterat with autonomous systems is still rather underresearhed. In this pa-per we have investigated the appliation of natural language interation withautonomi systems, fousing espeially on log parsing and analysis.Our experienes with the industrial usage of a prototype implementation,the NL4AC system, have shown that . . . * * depends on lab reportMore work remains to be done. Besides improvements in the language reog-nition tehniques, other interesting opportunities onern the way ourrene ofpatterns of interest is reported bak to the user. Currently, orrelations areshown as groups of arrows in a sequene diagram. This diagrammati represen-tation may be good to provide an overview, but spei� patterns may be betterreported in natural language, in the same style as the sentenes used as input.A lear, short textual form suh asAn error about "web server" ourred and margot is down.is easier to interpret even for non-speialized personnel, and moreover an bee�etively transmitted (e.g., paged) to an o�-site operator. We believe thatimprovements in user interfaes for autonomi system will signi�antly inreasethe penetration of autonomi tehnology in a wider range of environments.Referenes[1℄ Vinenzo Ambriola and Vinenzo Gervasi. NL4AC: Primo rapporto tenio.Tehnial report, May 2005. (in Italian).[2℄ Vinenzo Ambriola and Vinenzo Gervasi. On the systemati analysis ofnatural language requirements with Cire. Automated Software Engineering,2005. (to appear).[3℄ Vinenzo Gervasi. Environment Support for Requirements Writing and Anal-ysis. PhD thesis, University of Pisa, Marh 2000.[4℄ Vinenzo Gervasi. The Cio domain-based parser. Tehnial Report TR-01-25, University of Pisa, Dipartimento di Informatia, November 2001.17



[5℄ Vinenzo Gervasi. NL4AC: Elipse plug-ins tehnial desription. Tehnialreport, January 2006.[6℄ Je�rey O. Kephart and David M. Chess. The vision of autonomi omputing.IEEE Computer, January 2003.* * We need learanefrom IBM to refer thetwo Tehnial Reports.
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